NAMATKA
[N OBYYAIOLIMXCSA OB MHPOPMALIMOHHOW BE30MNACHOCTY IETEN

HENb34

1. Bcem nogpsa coobuwiate CBOK 4acTHy MHOpMauumio (HacTodwme uMms, dpamunuio, TenedoH, agpec,
HOMep LLKOIbI, a Takke doTorpadumn cBou, CBOEN CEMbM 1 ApY3en);

2. OTKpbIBaTb BIIOXEHHbIE (Palrbl ANEKTPOHHONW NOYThl, KOr4a He 3Haellb OTnpaBuTens;
3. MpybuTh, NpuaMpaTbhCH, Oka3biBaTb AaBMEHME - BECTU Cebsl HEBEXITUBO U arpecCuBHo;
4. He pacnopsikalica geHbramm TBoen cembi 6€3 paspelleHmns cTapLlumx - Bcerga cnpalumBan poantenen;

5. He BcTpevaica ¢ VIHTepHeT-3HaKOMbIMU B peanbHOW XU3HU - NOCOBETYWCS CO B3POCHbIM, KOTOPOMY
JoBepseLlb.

OCTOPOXHO

1. He Bce nuwyT npaegy. Yntaews o cebe HenpaBay B IHTepHeTe - coobLum 06 3TOM CBOMM poanTeENnsaM nnm
orekyHaw;

2. MpurnawatoT nepenucebiBaThCs, Urpate, 0OMeHMBAaTLCS - MPOBEPbL, HET N NOABOXA;
3. HesakoHHOe konupoBaHue dannos B VIHTepHeTe - BOPOBCTBO;
4. Bcerga pacckasblBan B3pocnbiM 0 npobrieMax B CeTU - OHY BCerga nomoryT;

5. Ncnonb3yn HacTpowku 6e30nacHOCTM M NPUBATHOCTU, YTOObI HE MOTEPATH CBOU aKKayHTbl B COLICETAX U
Opyrux nopTanax.

MOXXHO
1. YBaxawn gpyrux nons3osaTenen;
2. Nonbk3ayelwbcs WHTEpHET-UCTOYHMKOM - AeNan CCbINKY Ha Hero;
3. OTKpbIBaN TONBLKO T€ CChIKU, B KOTOPbIX YBEPEH;
4. O6waTtbcH 3a NOMOLLbIO B3POCIIbIM - POAUTENM, ONEKyHbl U aAMUHUCTPaLWS CanToB BCeraa noMmoryr;

5. Mpownan obyveHne Ha canTe "CeTeBNYOK" 1 NOMyYn nacnopt UM poBOro rpaxxgaHuHal

WH®OPMALIMOHHASA NAMATKA
ANsi OBYYAIOLMXCA ONSA PA3MELLEHUSA
HA O®ULIMANBHBIX UHTEPHET-PECYPCAX

C kaxgblM rogoM MOMOAEeXW B MHTEPHETE CTAHOBUTLCHA OOMblUe, a LUKOMbHUKA OOHU M3 CaMbIX aKTUBHbIX
nons3oBartenen PyHeTta. Mexay Tem, NOMUMO OrpOMHOIO KONUYECTBa BO3MOXHOCTEN, MHTEPHET HeceT u npobnemsbl.
OTa namsiTka JomkHa nomoyb Tebe 6e3onacHO HaXOANTLCS B CETU.

KomMmnbloTepHble BUPYCbI

KoMnbloTEPHBLIA BUPYC - 3TO Pas3HOBMAHOCTb KOMMbIOTEPHbLIX MPOrpamMM, OTNUYMTENbHOW OCOGEHHOCTbIO
KOTOPOW SIBNSIETCA CNOCOBHOCTL K pa3MHOXEHU0. B 4ONONHEHMe K 3TOMY, BUPYChl MOTYT NOBPEAUTL SN NOJTHOCTbLIO
YHUUTOXUTb BCe palnbl U AaHHble, NOAKOHTPOMbHLIE MONb30BaTENO, OT MMEHW KOToporo Obina 3anyuieHa
3apa)keHHasi MporpaMmMa, a Takke NoBPeAnUTb UMK JaXKe YHUUTOXWUTb ONepauuoHHYI0 CUCTEMY CO BCceMU dhainamm



B LlerniomM. B 6onblMHCTBE Cny4YaeB pacnpoCTPaHSTCS BUPYChl YePEe3 UHTEPHET.
MeToabl 3aLMTbl OT BP€OOHOCHLIX Nporpamm:

1. Ncnonb3yn coBpeMeHHble oOnepauuoHHbIE CUCTEMbI, UMEILMEe Cepbe3Hbl YpPOBEHb 3aluTbl OT
BPEOOHOCHbIX NporpamMm;

2. TocTosiHHO ycTaHaBnmMBan navtv (LudpoBble 3annaTtkv, KOTOpble aBTOMATUYECKM YCTaHaBMMBaKTCS C
uenbio gopaboTkm nporpammbl) U Apyrne OOHOBNEHUSA CBOEW OnepauuoHHoW cucTembl. CkauMBam uUX TOMbKO C
oduumansHoro canta paspabotumka OC. Ecnu cyLecTByeT pexxumMm aBToMaTU4eckoro o6HOBMNEHMS, BKITHOUN €r0;

3. PaboTanm Ha cBOeM KOMMbOTEpPe MOA NMpaBamu Monb3oBaTensd, a He agMUHUCTpaTopa. ATO He NO3BONUT
GONbLIMHCTBY BPEOOHOCHbIX MPOrpaMmM MHCTaNIMpoOBaTbCs Ha TBOEM NEPCOHANIbHOM KOMMbIOTEPE;

4. cnonb3yn aHTMBUPYCHble NporpaMMHble MPOOYKTbl M3BECTHbIX Mpou3BoAuTernen, C aBToMaTUYeCKUM
obHoBneHuem 6as;

5. OrpaHuyb manyeckuin 4OCTYN K KOMMbIOTEPY A5 NOCTOPOHHUX NALL;

6. Vicnonb3yi BHeLWHWe HocuTenu HopMauuu, Takme Kak dneLuka, gUCcK unv gamnn m3 nHTepHeTa, TONbLKO
13 NPOBEPEHHbLIX UCTOYHUKOB;

7. He oTkpbIiBan KOMNbIOTEPHbIE ddannbl, NONYyYEHHbIE N3 HEeHaAeXHbIX UICTOMHUKOB. [laxke Te dpanrnbl, KOoTopble
npvcnan TBOM 3HaKoMbIl. Jlyylle yTo4YHM y Hero, oTnpaBnss fin oH Tebe nx.

Cetn WI-FI

Wi-Fi - aT0 He BuMA nepepaym OaHHbIX, HE TEXHOMNOrM{, a Bcero nuwb 6peHa, mapka. Ewe B 1991 roagy
HuaepnaHackaa KomnaHusa 3apeructpupoBana 6peHa "WECA", uto oGosHaudano crnoBocouveTaHue "Wireless
Fidelity", koTopblt nepeBoauTCs Kak "GecrnpoBogHas TOUHOCTL".

[o Hawero BpemeHu powna gpyras abbpesBuaTtypa, KoTopasi SABNAETCHA TaKOW Xe TexHonornen. ITO
abbpeswnartypa "Wi-Fi". Takoe Ha3BaHue 6GbINO JaHO C HAMEKOM Ha CTaHAapT BbiCLUENn 3ByKOBOM TexHukn Hi-Fi, uto
B nepeBoe o3Ha4aeT "BblcOKad TOYHOCTL".

[a, 6ecnnaTHbIi UHTEPHET-A0CTYN B Kade, 0Tensix n asaponoprax ABNAETCHA OTNNYHON BO3MOXHOCTbIO BbIXOAa
B MHTEepHeT. Ho MHOrMe akcnepThbl cumTaloT, 4To obwenoctynHele Wi-Fi ceTu He aABnsitoTCst 6e30nacHbIMu.

CoBeTbl N0 6e3onacHocTy paboTbl B 06WWenocTynHbIX ceTax Wi-fi:

1. He nepepaBan cBow nu4yHyto uHdopmaumo yepe3d obuwenoctynHble Wi-Fi cetu. PaboTtaa B Hux,
XenaTtensHO He BBOAMTb MNaponv AOCTyna, NOrMHbl U Kakue-To HOMepa;

2. Vicnonb3yn n o6HOBMAN aHTUBMPYCHbIE NporpaMmbl 1 6paHamayep. Tem cambiM Thl o6e3onacuilb cebs ot
3aKayku BUpyca Ha TBOe YCTPOWCTBO;

3. Mpwn ncnonesosarnum Wi-Fi oTkntoum cpyHkumio "O6wmin goctyn Kk dpannam un npuHtepam”. JaHHaa yHKUns
3aKpbiTa N0 yMOMYaHUo, O4HAKO HEKOTOPbIE NONb30BaTENN aKTUBMPYIOT ee ANst yaobCcTBa MCNonb30oBaHMs B paboTte
unu yyebe;

4. He ncnonb3yn nyonunuHein WI-FI ons nepegaym nuuHblX AaHHbIX, HANpUMMep AN BbiXxo4a B cOLManbHble
CeTU NN B 3NEKTPOHHYIO MOYTY;

5. Ncnonb3yn TonbKo 3aliuiieHHoe coeauHeHue vyepe3d HTTPS, a He HTTP, T.e. npu HaGope Beb-agpeca
BBOAWN UMeHHO "https://";

6. B mobunbHom TenedoHe oTkntoum dyHkumio "Mogknioyenme k Wi-Fi aBTomatmyeckun". He pgonyckan
aBTOMAaTMYECKOro NOAKMYEHNs ycTponcTaa k cetam Wi-Fi 6e3 TBoero cornacus.

CouuanbHble ceTn

CoumanbHble ceTu akTMBHO BXOASAT B Halwly XWU3Hb, MHOrme nooaun paGOTa}OT N XMUBYT TaM NOCTOAHHO, a B



Facebook yxe 3apeructpupoBaH mMunnuapg 4YernoBeK, YTO ABMNAeTCS OOHOW cedbMOW BCEX XUTenewn nnaHeTbl.
MHorve nonb3oBaTenu He MOHUMAIOT, YTO MHAOPMaUUS, pa3MeLlleHHas UMK B cOUMarnbHbIX CEeTAX, MOXET ObITb
HanJeHa 1 UCNonb3oBaHa KeM YrogHo, B TOM YMcne He 0bsi3aTenbHO ¢ Gnarmmm HamepeHUsiMin.

OcHoBHble coBeTbl N0 6e30NacHOCTU B COLManbHbIX CETAX:

1. OrpaHudb cnucok apysen. Y 1ebs B Apy3bsaX HE AOIMKHO ObITh CyYalHbIX U HE3HAKOMbIX NOAEN;

2. 3awumwiar cBOK YacTHYH XM3Hb. He ykasbiBal naponu, TenedoHsl, agpeca, AaTty TBOEro POXAEHUS U
OPYrylo NUYHy0 MHopMauuio. 3N0oyMbILUNEHHNKM MOTYT UCMOMNb30BaTh Aaxe MHAOPMALUI0 O TOM, KaK Tbl 1 TBOU

poautenn nnaHupyeTe NpoBeCTU KaHUKYIbI;

3. 3awmwar cBoto penyTaumio - 4epXu ee B YNCTOTe 1 3adaBan cebe Bonpoc: xoten Obl Thl, YTOOLI Apyrue
nonb3oBaTenu BUAENW, YTO Thbl 3arpyxaelub? MNogyman, npexae Yem 4To-To onybnunkosaTth, HaNUcaTb U 3arpy3uThb;

4. Ecnv Tbl roBOPULLL C NIOAbMU, KOTOPbIX HE 3HaeLlb, HE UCMOMb3yil CBOE pearibHoe UMS U APYTYi0 JINYHYIO
NHOPMaLIMK: UMSI, MECTO KUTENLCTBA, MECTO y4ebbl 1 Npoyee;

5. N3bGeran pasmelleHnsa dotorpadui B VIHTepHeTe, rae Tbl n3obpakeH Ha MECTHOCTM, NO KOTOPOWN MOXHO
onpenennTb TBOE MECTOMOSIOXKEHME;

6. Mpu perucTpaumm B coumanbHoOi ceTu HeobXoAMMO MCMoNb30BaTb CMOXHbLIE MapOM, CocTosALMe U3 BykB
N UMp U C KONMMYECTBOM 3HAKOB He MeHee 8;

7. Ona coumnanbHOM ceTu, NOYThbl U OPYrMX CaluTOB HEOOXOAMMO MCMONb30BaTh pa3Hbie naponu. Toraa ecnu
Tebsa B3NomatoT, TO 3MOYMbILLMEHHMKN NOAyYaT 4OCTYN TOMbKO K O4HOMY MECTY, a He BO BCe cpasy.

OnNeKTPOHHbIe JeHbn

ONEKTPOHHbIE AEHbIN - 3TO OYeHb YAOOHbLIM cnocob nnaTexew, OQHAKO CYLLEeCTBYIOT MOLUEHHWKKN, KOTOpble
XOTSAT NONYy4YUTb 3TN AEHbIW.

GHeKTpOHHbIe OEeHbIM noABUIMNCb coBCEM HeJaBHO U UMEHHO M3-3a 3TOro BO MHOIMMX rocygapcrteax oo Cux
nop He nponncaHo Npo HMX B 3aKOHax.

B Poccum xxe oHM (OyHKLUMOHUPYIOT N O HUX YXKe NPOoMNncaHo B 3aKOHe, rae ux pasgenstoT Ha HEeCKOMNbKO BUAOB
- aHOHNMHbIE U HE aHOHUMHbIE. PasHmu,a B TOM, YTO @aHOHUMHbIE - 3TO Te, B KOTOPbIX pa3peLllaeTcd npoBoanTb
onepauumn 683 I/ILI,eHTI/I(.bI/IKaLI,I/II/I nonb3oBaTtend, a B HeaHOHUMHbIX I/I,EI,eHTI/ICbVIKaLI,I/Iﬂ nonb3oBaTend dBndeTcd
obs3aTenbHON.

Takke cnegyeT pasnuyaTb I3NEKTPOHHble uaTHble [eHbrM (paBHbl FOCYAapCTBEHHbIM BamnwTam) U
9NeKTPOHHbIE HedmaTHbIe AEHbIM (HE paBHbl FOCYAapCTBEHHBIM BarntoTam).

OcHoBHble coBeTbl N0 6e3onacHon paboTe ¢ 3NEeKTPOHHbIMY AeHbramu:

1. MNpuBSXM K cHeTy MOBMMbHBIN TenedoH. ITO cambivi YAOOHbIN 1 BbICTPLIA CNOCO6 BOCCTAHOBUTL AOCTYM K
cyeTy. NpuBA3aHHbIN TenedoH NOMOXET, ecnu 3abyaellb CBOW MMAaTEXHbI Napofnb UNu 3anfellb Ha CauT C
He3HaKoOMOro yCTpOMCTBa;

2. Vicnonb3yi oagHopasoBble naponu. Nocne nepexofa Ha yCWUMeHHyl aBTopusaumio Tebe yxe He Gyper
yrpoXxatb ONaCHOCTb KpaXu Unu nepexearta ninaTtexHoro naponsa,;

3. Boibepu cnoxHbit napone. MNMpectynHukam 6yaeT He NPOCTO yragaTh CNOXHbIA Naponb. HagexHele naponu
- 9TO Naponu, KOTopble CoAepXaT He MeHee 8 3HaKOB M BKMOYAKOT B ce6S CTPOYHbIE M NPONUCHBbIE BYKBbI, LUAPbI 1
HEeCKONbKO CYMBOJIOB, TakWe Kak 3HaK gornnapa, yHTa, BocknuuaTenbHbli 3Hak 1 T.n. Hanpumep, $tROng!;;

4. He BBOAM CBOW NNYHbIE JaHHbIE Ha canTax, KOTOPbIM He JOBepsieLlb.

OneKkTpoHHasa noyTa

OneKkTpoHHas no4yta - 3TO TEXHOMNOrMA U MPefoCTaBfsieMble €K YCNyru Mo MNepechinke U MNonyyYeHuto
AIEKTPOHHLIX COOBOLEHWIA, KOTOpbLIE pacnpenenstoTcs B KOMMbOTEpHON ceTu. OBbIMHO 3NEKTPOHHLIN NOYTOBLIN



ALWKUK BbIrNAAUT criegyowmMm obpasoMm: MMA_nonb3oBatena@umsa_aomMeHa. Takke KpomMe nepefayn npocToro
TeKCTa, UMeeTCHa BO3MOXHOCTb nepeasaTtb dhannsbl.

OcHoBHble coBeTbl N0 6e3onacHon paboTe C ANEKTPOHHOW NOYTOMN:

1. Hapo BbiGpaTh NpaBurbHbIA NOYTOBLIN CEPBUC. B MHTEPHETE €CTh OrpOMHbIN BbIGOP HecnnaTHbIX NOYTOBbLIX
CepBMCOB, OOHAaKO fyylle A0OBEPSATb TeM, KOro 3Haellb U KTO NepBbli B PENTUHTE;

2. He ykasblBan B JMYHOW MNOYTE NWUYHYKD  WHpopmaumo. Hanpumep, nydwe BbiGpaTb
"My3blkanbHbIn_thaHat@" nnm "pok2013" BmecTo "Temal13";

3. cnonk3yit aByxaTanHyo aBTopm3aLmio. TO Koraa noMUMO Naponst HY>XHO BBOAUTb KO, MPUCKINTaeMbIn MO
SMS;

4. Boibepy cnoxHbIn naponb. [nsi Kaxaoro noYToBOro siljuka AOMmKeH O6biTb CBOM HaAeXHbIN, YCTONYMBbLIN K
B3NOMY naporsib;

5. Ecnn ecTb BO3MOXXHOCTb HanucaTb caMoMy CBOW fNMYHbIA BONPOC, UCNOMNb3YN 3TY BO3MOXHOCTb;

6. Ncnonb3yn HeCKONbKO NOYTOBbLIX AWMKOB. [1epBbln AN YacTHOW Nepennckn ¢ agpecataMmu, KOTOpbIM Thl
JoBepsiellb. TO ANEKTPOHHbIN aapec He HaZlo UCMOMb30BaTh NPY perucTpaLmm Ha hopymax U canTax;

7. He oTkpbiBan thannsl 1 apyrue BrOXEHUA B NMCbMax, Aaxe ecrnv OHW NpULLInnM oT TBOoUX Apy3en. Jlydwe
YTOYHU Y HUX, OTNPABAANU N OHM Tebe aTu dannebl;

8. MNocne okoH4YaHusa paboTbl Ha MOYTOBOM CEPBMUCE Nepes 3akpbITUEM BKIALAKU C CAnTOM He 3abyab HaxaTb
Ha "Bbintun".

Kn6epOynnuHr nunu BuptyanbHoe usgeBatenibCTBO

KubepbynnuHr - npecrnefoBaHue coobLleHnsiMK, coaepXawmmmu ockopbneHusa, arpeccuto, 3anyrmBaHue;
XYIMraHCcTBO; colmnanbHoe BONKOTUPOBAHME C MOMOLLBI0 Pa3NUYHbIX UHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl N0 bopbbe ¢ knbepbynnuHrom:

1. He 6pocawics B 6on. Jlyqywnii cnocob: nocoBeToBaTbCs Kak cebs BECTU U, €Cnn HET TOro, K KOMY MOXHO
obpaTuTbCd, TO BHayane ycnokomTecs. Ecnu Tbl HavyHelwb oTBeYaTb OCKOPONeHnAMn Ha ockopbrneHuns, To TONbKO
ewe donblue pasoxkellb KOHQIUKT,;

2. YnpaBnan cBoewn knbeppenyTtauuen;

3. AHOHUMHOCTbL B CETU MHUMaS. Cyl.l.l,eCTByIOT CNocobbl BLIACHUTb, KTO CTOUT 32 aHOHMMHbIM AKKayHTOM;

4. He cTtounT Bectu xynuraHckum obpas BUPTyanbHOW XM3HU. VIHTepHeT uKkcupyeT BCe TBOW OEWCTBUS U
coXpaHsieT ux. YganuTb ux 6yaet kpanHe 3aTpyAHUTENbHO;

5. Cobniogan cBol BUPTYyarbHY YeCTb CMOSOAY;

6. UrHopmpyn eguHuuHbIn HeratmB. OgHOpa30Bble OCKOPOUTENbHbIE COOOLIEHMST My4lle WUrHOPUPOBATb.
O6bI4YHO arpeccus npekpalaeTcsa Ha HavarnbHOW cTaguu;

7. Ban arpeccopa. B nporpamMmmax o6MeHa MrHOBEHHbIMW COOOLLEHMSIMM, B COUMAlbHbIX CETAX €CTb
BO3MOXXHOCTb GITOKMPOBKM OTNPaBKU COOBLLEHWI C onpeaeneHHbIX aapecos;

8. Ecnu Tbl cBMaeTenb knbepbynnvHra. TBou AeACTBUSA: BbICTYNWUTbL NPOTUB NpecrneaoBaTens, nokasaTe eMy,
YTO ero AeWCTBMS OLleHMBAOTCH HeraTUBHO, MoAdepXKaTb XEPTBY, KOTOPOM HyXXHa NCUXONornyeckasi MomoLlb,
COO6LLNTL B3pOCHbIM O (hakTe arpeCCUBHOro NoBeaeHNs B CETU.

Mo6unbHbIN TenegoH
CoBpeMeHHble cMapTdOHbI 1 NaHWweTbl coaepxaT B cebe BnonHe B3pocnbii YHKUUOHAN, U Tenepb OHU

MOrYT KOHKYpUpOBaTb CO CTaLMOHapHbIMU KOMMbloTepamu. OgHako, CpeacTB 3alunTbl Ans nogoOHbIX YCTPONCTB
noka odYeHb Mano. TecTMpoBaHMe N NOUCK YA3BUMOCTEN B HUX MPOUCXOAUT HE Tak MHTEHCUMBHO, Kak ans MK, To xe



camMoe KacaeTcsl U MOBUNbHbIX NPUNOXKEHWUIA.

CoBpeMeHHble MoburbHble Bpaysepbl yke NPakTUYEeCkU JorHanm HacTofbHbIE aHanorn, 0gHaKko paclumpeHue
dyHKLUMOHana BneyeT 3a cobow BOMbLUYIO CITIOKHOCTb Y MEHbLUYIO 3aLULLIEHHOCTb.

ﬂaneko He BCe npon3BoauTenn BbilMyCKakoT O6HOBJ‘IeHI/IF|, 3aKpblBawLWMe Kputnuveckme ya3smumoCcTu ana cBonx
YCTPOWCTB.

OcHoBHble coBeTbl Anst 6e3onacHOCTN MOOUNBbHOro TenedoHa:

Huyero He sBnsieTcs no-HacTtosiwemy OGecnnatHbiM. Byab ocTopoxeH, Befab korga Tebe npegnaratoT
GecnnaTtHbIi KOHTEHT, B HEM MOTYT ObITb CKPbITbI Kakue-To nnaTHble YCnyru;

Oymai, npexge yem otnpasute SMS, boTo nnmn Buaeo. Tbl TOYHO 3HaELb, rAe OHU ByayT B KOHEYHOM uTOre?
Heobxoanmo o6HOBNATL ONepaLMOHHY CUCTEMY TBOEro CMapT(OoHa;
Mcnonbk3yih aHTUBMPYCHbIE NporpamMMbl Anst MOOUMbHbIX TeNegOoHOB;

He 3arpyxai npunoxeHms OT HEU3BEeCTHOro WCTOYHWKA, Bedb OHW MOryT cogepxaTb BpedoHOCHOoe
nporpaMmHoe obecneyeHue;

lMocne Toro kak Thbl BbIMAELWb C CalTa, rae BBOAWUN NMYHYI0 MHpOpMaLUMIo, 3aiaM B HAcCTponkm Gpaysepa u
yaanu cookies;

[Meprogunyeckn npoBepsin, Kakne nnaTHbIE YCNyrn akTMBMPOBaHbl HA TBOEM HOMepeE;

[aBan cBon Homep MOBUIBLHOro TenedoHa TOMNbKO NIAAM, KOTOPbIX Thl 3HAELLb U KOMY 0BEPSELLb;
Bluetooth gomkeH GbITb BbIKIIOYEH, KOrAa Thl MM He Nonb3yellbes. He 3abbiBan MHOrga npoBepsaTh 3TO.
Online urpsbl

CoBpeMEeHHbIE OHMaNH-UIpbl - 3TO KPACcOYHble, 3axBaTbiBaloLne pa3BreyeHuns, 06begmHsWme COTHU Tbicad
YenoBek Mo BCceMy Mupy. VIrpoku nccnepyoT OaHHbIA UM MUp, obLLalTes Apyr ¢ OpYroM, BbIMOMHAKT 3adaHus,
CpaxarTCcsl C MOHCTPaMM 1 NOoMy4vatoT onbIT. 32 yAOBOMNbCTBUE OHU NNATAT: MOKYNaKT AMCK, ONnaynBaloT aboHeMEHT
unu npmobpeTaloT Kakne-To onuumu.

Bce aTM cpeactBa uaoyT Ha noggepxaHue W pasBUTME WUrPbl, a Takke Ha camy 6e30nacHOCTb:
COBEPLLEHCTBYHOTCS CUCTEMbI aBTOPU3aLMW, BbIMyCKAKOTCA HOBble Natyn (UMdpoBbie 3annaTku AN nporpamm),

3aKpbIBaOTCA YA3BUMOCTY CEPBEPOB.

B nogobHbIx urpax CTouT onacatbCA He CTOJIbKO CBOWX COMEPHUKOB, CKOJIbKO KpaXXn TBOEro napond, Ha
KOTOPOM OCHOBaHa cuctemMa aBTopusaumnn SonblMHCTBA nrp.

OcHoBHbIe coBeTbl MO 6€30MNacHOCTM TBOErO UIPOBOIO akKayHTa:
1. Ecnn gpyron nrpok Beget cebs nnoxo unu cosgaet Tebe HenpuATHOCTU, 3abNOKMpPYI ero B CNMCKE UTPOKOB;

2. I'Io>|<any17|c;| agMUHUCTPaTopaM Urpbl Ha nioxoe noBeaeHne 3Toro Urpoka, XXenatesibHO NMPUNoOXnMTb Kakmne-
TO AOKa3aTesibCTBa B Buae CKPUHOB;

3. He ykasbiBan nn4yHyo nHdopMaumio B npodanne mrpsbl;

4. YBaxan Apyrux y4acTHUKOB MO Urpe;

5. He yctaHaBnuBam HeodmumnanbHble Natym U Moabl;

6. Ncnonb3yn cnoxHble U pasHble Naposnu;

7. Daxe BO BpeMs Urpbl He CTOUT OTKNIOYaTb aHTUBMUPYC. [1oka Tbl Urpaellb, TBOW KOMMNbIOTEP MOTYT 3apasuTb.

DULWNHT nnun KpaXxa JIN4YHbIX OaHHbIX



OObI4HOM Kpaxewn OeHer U OOKYMEHTOB CErofHs yXe HWKOro He yauBWLIb, HO C Pa3BUTUEM WHTEPHET-
TEXHOMOrMIM 3rI0YMBbILLIIEHHUKM NEPEMECTUNUCE B UHTEPHET, U NPOAOIKAT 3aHMMaThCs "NiobuMbIM" feroMm.

Tak nossunackb HoBas yrposa: UHTePHET-MOLLEHHNYeCTBa NN ULLKHF, rmaBHas Lerb KOTOPOro COCTOUT B
nony4yeHun KoHpuaeHUumManbHblX AaHHbIX MonNb3oBaTenen - NorMHOB M naponen. Ha aHrnuinckom asbike phishing
yntaeTca kak puwuHr (ot fishing - peibHas nosns, password - naponb).

OcHoBHble coBeTbl N0 6opbbe ¢ PULLIMHIOM:

1. Cneam 3a cBOMM akkayHTOM. Ecnn Tel nofo3peBaellb, YTO TBOS aHKeTa bbina B3nomaHa, To Heo6xoaAnmo
3abnokupoBatb ee 1 CoobLLMTb agMMHUCTpaTOpam pecypca 06 3TOM Kak MOXHO CKOpee;

2. Vicnonb3ywn 6e3onacHble BeO-CalTbl, B TOM YACIE, UHTEPHET-Mara3nHOB U NMOUCKOBbIX CUCTEM;

3. Vicnonb3yi cnoxHble 1 pasHble naponu. Takum obpasom, ecnu 1ebst B3NOMAKOT, TO 3MOYMbILLMEHHUKN
nony4ar A4OCTyN TOMNbKO K OAHOMY TBOEMY Npodiurio B CETU, a HE KO BCEM,;

4. Ecnu Tebsa B3nomanu, To He06XoaANMO NpeaynpeauTb BCEX CBOMX 3HAKOMBbIX, KOTOpble 06aBneHsbl y Tebs
B 4pYy3bsX, O TOM, 4YTO Tebsi B3nomanu u, BO3MOXHO, OT TBOero uMeHu GyaeTt paccbinaTbCa cnam U CCbINKUA Ha
(PULLNHIOBbIE CaNThI;

5. YcrtaHoBu HagexHbI naponb (PIN) Ha MOBUnbHBIN TenedoH;
6. OTkntoun coxpaHeHue napons B 6paysepe;

7. He oTkpbiBan thannsl 1 apyrue BrOXEHUA B NMCbMax, Aaxe ecrnv OHW NpULInn oT TBouX Apysen. Jlydwe
YTOUYHU Y HUX, OTNPABASANU N OHM Tebe aTn dannebl.

LUucdposas penytauus

LincdbpoBasg penyTtaums - 3TO HeraTMBHas unu no3nTtueHasa nHopmMaums B cetn o Tebe. KomnpomeTtupytowas
UHpopmaums, pasmeLleHHasa B UHTEPHETEe, MOXET Cepbe3HbiM 06pa3oM OTPasnTbCA Ha TBOEW peanbHON XU3HU.
"LincppoBas penytauma” - 370 TBON UMUOXK, KOTOPbIN chopMupyeTcs us nHpopmaumm o Tebe B MHTEPHETE.

TBOE MecTO XWUTenbcTBa, y4ebbl, TBOE (PMHAHCOBOE MOMOXKeHne, 0COBEHHOCTU XapaKkTepa M pacckasbl O
BNU3KNX - BCE 3TO HaKannmBaeTcs B CETH.

MHoOrve noapoCTKM NErkOMbICNIEHHO OTHOCATCA K nybnukaumm nuyHom uHdopmauuu B UHTepHeTe, He
NoHMMasi BO3MOXHbIX NOCNeACTBUI. Thbl AaXe He CMOXeLlb AoragaTbCs 0 TOM, YTO doTorpadms, pasmeLleHHas 5
neTt Hasaj, ctana npu4nHON oTkasa NpuHATbL Tebs Ha paboTy.

KommeHTapuu, pasmelleHve TBoux doTtorpacdun n apyrme 4encTBuUs MOryT HE UCYE3HYTb Jaxe rnocre Toro,
Kak Tbl UX yaanuub. Tbl HEe 3Haellb, KTO COXpaHWUn 3Ty MHgopMaUMo, nonana fiM oHa B MOUCKOBbIE CUCTEMbI U
COXpaHunach N OHa, a rMaBHOE: YTO NOAYMAIOT 0 Tebe okpyxatLiue Namn, KoTopble HANAYT U yBUAAT 3T0. Haltu
MHpopMaLIMIO MHOTO NeT CnycTa cMoXeT Mnobown - Kak 13 Aobpbix NOBYXAEHUNA, Tak U C HAMEPEHMEM NMPUYNHUTD
BpeAa. ITO MOXET ObITb KTO YrogHO.

OcHoOBHbIe COBETbI MO 3aLiuTe LMPOBON penyTaumm:

1. MNogyman, npexae yem 4To-To Ny6nNukoBaTh 1 Nepenasath y cebsi B 6riore unu B coumnanbHOM CeTy;

2. B HacTponkax npounnsa yctaHOBU OrpaHNYeH1st Ha NPOCMOTP TBOEro Npouns 1 ero cCogepXxmmoro, caenamn
ero Tonbko "onsa apysen”;

3. He pasmeluali n He ykasbiBan MHOOPMaLMIO, KOTOpast MOXeT KOro-nmbo ockopbnsaTe nnm obmxkathb.
ABTOpCKOE npaBo
CoBpeMeHHbIe LLUKOMbHUKN - aKTMBHbIE Nonb3oBaTenu umdposoro npoctpaHcTBa. OgHaKo Janeko He Bce

3HAOT, YTO MONb30OBaHWE MHOMMMU BO3MOXHOCTAMW LMpoBoro Mupa TpebyeT cobniogeHnss npae  Ha
WHTENNEeKTyanbHyt COGCTBEHHOCTb.



TepMuH "MHTENnekTyanbHasi COOCTBEHHOCTB" OTHOCUTCS K pasnU4YHbIM TBOPEHWSIM YENOBEYEeCKOro yma,
HauMHas C HOBbIX M306peTeHMIn 1 3HaAKOB, 0003Ha4YaLWmMX CO6CTBEHHOCTL HA NPOAYKTbI U YCAYrn, N 3akaH4unBas
KHUramu, potorpaomsimn, KNHOPUNbLMaMn U My3blkanbHbIMU NPOU3BESEHUSMU.

ABTOpCKME MpaBa - 3TO NpaBa Ha MHTeNNeKTyarnbHylo COGCTBEHHOCTL Ha NPOU3BEAEHUS HAYKU, NUTepaTypbl
N nckyccTBa. ABTOPCKME MpaBa BbICTYMNaloT B KayecTBe rapaHTuu TOro, YTO UHTENIEKTYanbHbIA/TBOPYECKUiA Tpya
aBTopa He BygeT HanpacHbIM, 4acT eMy cnpaBeaniuBble BO3MOXHOCTM 3apaboTaTb Ha pesynbTaTax CBOero Tpyaa,
MonyyYnTb W3BECTHOCTb W MNpu3HaHWe. HWkTo 6e3 paspelleHVMs aBTopa He MOXEeT BOCMpPOU3BOAWTL €ro
npounsBeaeHne, pacnpocTpaHaTb, NyGNMYHO OEMOHCTPMPOBATbL, NpoaaBaTb, MMMNOPTMPOBATb, NyckaTb B MpoKaT,
Ny6rMYHO NCNOMHATb, NOKa3bIBaATbL/UCNONHATL B 3chupe unu pasMellaTs B VIHTepHeTe.

Mcnonb3oBaHue "nupatckoro” nporpamMHOro obecnevyeHus MOXeT MPMBECTU K MHOTUM PUCKaM: OT MOTepu
OaHHbIX K TBOUMM akkayHTam 00 OMOKMPOBKM TBOEro YCTPOWCTBA, rAe yCTaHOBMNEHa HeneranbHas nporpamma. He
CTOMT Takxke 3abblBaTh, YTO CYLLECTBYIOT fneranbHble U 6ecnnatHblie NporpaMmebl, KOTOPblE MOXHO HAUTU B CETMU.

O nopTtane
CeTeBUYOK.pd - TBOW MaBHbI COBETUYUK B CETU. 34€Chb Thl MOXELLb Y3HaTh O 6€30MacCHOCTUN B CETU NMOHATHBIM

N OOCTYMHbIM SI3bIKOM, @ NPV BO3HWKHOBEHUM KPUTUYECKOW CUTyaLMM obpaTuUTbCst 3a COBETOM. A Takke MPUHATb
y4yacTue B KOHKypcax M cTaTb camMbiM LUPOBbLIM rpaxkgaHUHOM!



